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WASHINGTON,

DC 20510

September 27,2016
Ms. Marissa Mayer
Chief Executive Officer
Yahoo Inc.
701 First Avenue
Sunnyvale, CA 94089
Dear Ms. Mayer:
We write following your company's troubling announcement that account information for more
than 500 million Yahoo users was stolen by hackers, compromising users' personal information
across the Yahoo platform and on its sister sites, including Yahoo Mail, Flickr, Yahoo Finance,
and Yahoo Fantasy Sports. The stolen data included usernames, passwords, email addresses,
telephone numbers, dates of birth, and security questions and answers. This is highly sensitive,
personal information that hackers can use not only to access Yahoo customer accounts, but also
potentially to gain access to any other account or service that users access with similar login or
personal information, including bank information and social media profiles.
We are even more disturbed that user information was first compromised in 2014, yet the
company only announced the breach last week. That means millions of Americans' data may
have been compromised for two years. This is unacceptable. This breach is the latest in a series
of data breaches that have impacted the privacy of millions of American consumers in recent
years, but it is by far the largest. Consumers put their trust in companies when they share
personal and sensitive information with them, and they expect all possible steps be taken to
protect that information.
In light of these troubling revelations, please answer the following questions to help Congress
and the public better understand what went wrong and how Yahoo intends to safeguard data and
protect its users, both now and in the future. We also request that Yahoo provide a briefing to
our staff on the company's investigation into the breach, its interaction with appropriate law
enforcement and national security authorities, and how it intends to protect affected users.
1. When and how did Yahoo first learn that its users' information may have been
compromised? Please provide a timeline detailing the nature of the breach, when and
how it was discovered, when Yahoo notified law enforcement or other government
authorities about the breach, and when Yahoo notified its customers.
2. Press reports indicate the breach first occurred in 2014, but was not discovered until
August of this year. If this is accurate, how could such a large intrusion of Yahoo's
systems have gone undetected?
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3. What Yahoo accounts, services, or sister sites have been affected?
4. How many total users are affected? How were these users notified?
5. What protection is Yahoo providing the 500 million Yahoo customers whose identities
and personal information are now compromised?
6. What steps can consumers take to best protect the information that may have been
compromised in the Yahoo breach?
7. What is Yahoo doing to prevent another breach in the future? Has Yahoo changed its
security protocols, and in what manner?
8. Did anyone in the U.S. government warn Yahoo of a possible hacking attempt by statesponsored hackers or other bad actors? When was this warning issued?
Thank you for your prompt attention to this critical matter. Should you have any questions,
please contact Chanda Betourney at Chanda Betournev(a)judiciary-dem.senate.goY, or (202)
224-7703.
Sincerely,

PATRICK LEAHY
United States Senator

ALFRANKEN
United States Senator
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RICHARD BLUMENTHAL
United States Senator

RO~Y-A\~b.
United States Senator

United States Senator

